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Surveilling Kids at School Is a $3.1 Billion 
Industry — And It’s Making Kids ‘Anxious’ 
and ‘Scared’ 


Technology surveillance companies that sell their products to school administrators are creating a 
“digital dystopia” for U.S. schoolchildren, a new American Civil Liberties Union report concluded. 


By Suzanne Burdick, Ph.D. 
Miss a day, miss a lot. Subscribe to The Defender's Top News of the Day. It's free. 


Technology surveillance companies that sell their products to school administrators are creating 
a “digital dystopia” for U.S. schoolchildren, a new American Civil Liberties Union (ACLU) report 
concluded. 


In the wake of the COVID-19 pandemic and increased school shootings, a $3.1 billion educational 
technology (EdTech) surveillance industry has scored huge profits based on the claim that its 
digital tools — including video cameras, facial recognition software, artificial intelligence (Al)- 
driven behavior detection technology, online and social media monitoring software and more — 
prevent bullying, self-harm and school violence. 


However, the industry failed to back up that claim with evidence and instead used fear as a 
primary marketing tactic, the ACLU report said. 


The ACLU — after conducting its own research and reviewing additional research commissioned 
by the U.S. Department of Justice — found a “lack of clear evidence” that the products advertised 
by EdTech firms keep students safe. 


Chad Marlow, the report's principal author, said as a parent of two K-12 students, he 
understands how parents and school officials worry about keeping kids safe. 


Marlow told The Defender he “regretfully” watched school administrators and state legislatures 
opted to use funds on surveillance technologies “to keep our children safe.” 


“These decisions haunt me,” he said, “because, as an ACLU senior policy counsel focused on 
privacy, surveillance and technology issues, | know full well that surveillance does not deter bad 
conduct, and it certainly does not protect our students.” 


Marlow said the 61-page report reveals a “living surveillance nightmare” that is “inadvertently 
hurting our kids” by denying them access to important information, undermining their trust of 
adults and making it “too risky” to communicate certain thoughts they have. 

“It’s the exact opposite lesson we should be teaching our students,” he said. 
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Greg Glaser, a digital privacy expert and attorney with Children’s Health Defense (CHD), praised 
the ACLU for rolling back the curtain on the EdTech industry's tactics of marketing “constant” 
video surveillance as a Supposed attempt to “dissuade criminality” among students. 


“If parents could not only see but experience what+hsi-cbildeacaunarinneointhace hellish 
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environments, there would be an exodus [from » Defender. 
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14% of students say surveillance makes them feel ‘anxious’ 


The ACLU’s report does more than debunk the EdTech surveillance industry's claims of efficacy 
and draw attention to its “deceptive marketing practices” that use fear to persuade officials to 
purchase its products. 


The report also showcases the voices of more than 500 students ages 14-18 who participated in 
a nationally representative survey about how tech surveillance in their schools impacts them. 


The report includes comments from more than three dozen students who shared their opinions 
in focus groups led by the ACLU. 


Some students reported that being surveilled increased their fear and anxiety by making them 
feel “anxious” (14%), “exposed” (15%), “paranoid” (13%) and “violated (12%). Some even said the 
technology made them feel “unsafe” (7%) and “scared” (5%). 


More than a quarter of the students surveyed said they were concerned about what their school 
— and companies their school contracts with — did with the personal data it collected. 


Eighteen percent said the surveillance limited what they chose to say online, signaling indirect 
censorship. 


According to Marlow, one of the report's most compelling findings was that “the use of student 
surveillance technologies significantly harms students, especially those who are the most 
vulnerable, which includes students of color, LGBTQ+ and non-binary students, students with 
disabilities, low-income students, and undocumented students.” 
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For example, the report explained how school surveillance can “intensify” the well-documented 
racially discriminatory effects of the school-to-prison pipeline “particularly when students of 
color are accused of wrongdoing.” 


Marlow said a chief aim of the project was to bring this information to school policymakers in 
the hope that “the money we spend on students safety goes towards interventions with the 
most proven benefits and least harm.” 


“The ACLU cannot be physically present in every meeting to help educate decision-makers,” he 
said, “so we released our report to provide an unbiased, honest, and in-depth analysis of the 
EdTech surveillance industry and its products that we hope will aid school districts in their future 
decision-making.” 


RFK Jr. and Brian Hooker’s 
New Book: “Vax-Unvax”’ 


Surveillance in schools about getting students ‘to march in lockstep with a police state’ 


Commenting on the report, John Whitehead, a civil liberties attorney and author, said it shows 
how young people are groomed “to march in lockstep with a police state.” 


Some schools are now using a host of surveillance technologies, including video cameras, finger 
and palm scanners, iris scanners, RFID (radiofrequency identification) and GPS tracking devices, 
Whitehead said. 


Whitehead told The Defender: 


“Instead of being taught the three R's of education (reading, writing and arithmetic), young 
people are being drilled in the three I's of life in the American police state: indoctrination, 
intimidation and intolerance.” 


Michael Rectenwald, Ph.D., author of “Google Archipelago: The Digital Gulag and the Simulation 
of Freedom,” said the object of EdTech surveillance in schools is “clearly” subjection to authority 
rather than deterrence of crime. 


Rectenwald said the school system is the primary site of indoctrination, where children “are 
molded into the kinds of subjects that the system requires.” He said surveillance technologies in 
schools “habituate students to a life of being constantly surveilled and controlled.” 
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“Biometric surveillance is the elite’s tool for monitoring and controlling subjects to a degree 
thought unimaginable by the likes of Hitler, Stalin and Mao,” he said. “It is no wonder that a 
significant percentage of the school students under surveillance find themselves feeling 
‘paranoid,’ anxious and trapped. They are trapped — in a giant panopticon.” 


Whitehead agreed: 


“Under the direction of government officials focused on making the schools more 
authoritarian (sold to parents as a bid to make the schools safer), young people in America 
are now first in line to be searched, surveilled, spied on, [and] threatened.” 


“The Wuhan Cover-Up” 
by Robert F. Kennedy Jr. 


ORDER NOW 


Schools ‘a microcosm of the total surveillance state’ 


According to Whitehead, from the moment children enter a U.S. public school to the moment 
they graduate, they will be exposed to a “steady diet” of: 


Draconian zero-tolerance policies that criminalize childish behavior. 
Overreaching anti-bullying statutes that criminalize speech. 


School resource officers (police) tasked with disciplining and/or arresting so-called 
“disorderly” students. 


Standardized testing that emphasizes rote answers over critical thinking. 


Politically correct mindsets that teach young people to censor themselves and those around 
them. 


Extensive biometric and surveillance systems that when coupled with everything else 
acclimate young people to a world in which they have no freedom of thought, speech or 
movement. 


“This is indeed a digital dystopia: our nation’s schools have become a microcosm of the total 
surveillance state which currently dominates America,” Whitehead said. 
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W. Scott McCollough, CHD's chief litigator for the organization's electromagnetic radiation (EMR) 
cases, agreed. 


McCollough said the ACLU report's key findings reflected realities in society at large, telling The 
Defender: 


“The surveillance state is sold through fear porn. The profits are great especially when 
subsidized by the government. The tools don't actually work toward solving the stated 
concern but do accomplish other ends: everyone is abashed and the knowledge of 
constant monitoring does change their behavior. 


“As usual, the children provide lessons for us all.” 


Miriam Eckenfels-Garcia, director of CHD’s EMR program, said she was pleased to finally see the 
ACLU working on an issue that CHD also covers. 


“We hope this will be the case in the censorship arena as well,” she added. 


SUGGEST A CORRECTION 


Suzanne Burdick, Ph.D. 


Suzanne Burdick, Ph.D., is a reporter and researcher for The Defender based in 
Fairfield, lowa. 
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GS = p 
3 days ago 


Shhhh....don't tell the "parents"... 


4 0 Reply ° Share> 
: MultiChubby1 — Fr 
=> 3 days ago 
As planned. 
3 0 Reply ° Share> 
Stuff Happens — - 
3 days ago 


If they're going to put cameras in schools then they should be wifi so parents can log-in and watch 
how teachers are teaching their children. It’s only fair. Why should schools have the only access? 


2 o Reply ° Share> 


Beatrice œ Stuff Happens — P 
2 days ago 

That's just perpetuating the problem. | wouldn't want my parents looking at my 
classroom. | wouldn't want my children being taught by a teacher who alters their 
behavior in a classroom just because they are being monitored. | want to live in a world 
where people trust each other because the majority of us have a conscience, want to do 
the right things, want to be trust-worthy. Until each of us becomes worthy of trust, the 
authoritarian nanny state will prevail. 


0 0 Reply ° Share> 
Stuff Happens > Beatrice — |r 
a day ago 
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Meanwhile, cameras are being put into schools. Lamenting their existence won't 
stop it. And, considering how some students behave towards teachers 
nowadays they may be necessary to curb their disrespect knowing that not only 
the school sees them but society does too. It isn’t a nanny state if the 
surveillance is democratic and can be accessed by everyone. 
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Beatrice œ Stuff Happens — P 

a day ago 

We essentially already have the ability to spy on everyone which only 
leads to further mental illness, paranoia, rage, etc... Teachers shouldn't 
be under the microscope anymore than students. We had problems 
when I was in school but we handled them differently. Teachers and 
students were held accountable. I'm not ignorant about the problems 
in schools which is why I chose not to teach in public schools. But, we 
are suffering a spiritual crisis that has been fed by technologies on 
every level. Two wrongs don't make a right. 
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Matt — M 
2 days ago 

Frankly, | don't think God cares whether you have to sell your home and live in a cardboard box if 
that's what it takes to homeschool your kids. | don't see how any Christians will escape 
accountability over their decisions to put their kids in Satans classrooms. 
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© Fisher153 — h 
3 days ago 
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| learned that integrity is how you behave when no one is watching. So no one gets the chance to 
develop their integrity anymore (at least not in school)? Sounds like a pending disaster... by design. 


1 0 Reply ° Share> 


Beatrice Fisher153 — P 
2 days ago 

Indeed. This is a disaster because there are critical stages of development for personality 
and cognitive traits that will be completely eliminated. If not learned during or before 
those critical stages, the opportunity is permanently lost. We will become a planet of 


hitman malianant narcissists and nsvchonaths with no conscience If vai look into the 
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family history of sociopaths and psychopaths, there | is often an over- coddling 6 or 
controlling parent who controlled every aspect of the child's life. The child never learns 
self reliance, self regulation, self discipline. In fact, they never develop any true sense of 
self. Corporeal punishment often has the same effect because the child learns to behave 
a certain way only out of fear of being hit. The child never learns how or why their 
behavior affects others (compassion and empathy) and they just learn to parrot socially 
accepted behavior in the presence of authority in order to avoid shame or punishment. 
Not only is their cognitive function diminished making it difficult to learn anything but they 
become frustrated and angry adults and often resort to substance abuse and passive 
aggression. 
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May 14, 2013 The Truth about School 


Did you ever wonder how it is that kids spend 13 years from kindergarten to high school 
supposedly being prepared for life, yet when they get out they don't have any real skills? 


see more 
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Naga Gary Brown — P 
3 days ago 


Shamefully, schools are all about indoctrination. 99% of what they teach you is a waste of 
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tablets and computers, it's much worse. Between this mess, and the poisons of the so- 
called vaccines, it's no wonder that children are dealing with all kinds of issues. 
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So sad.. they are using this data to train ai.. what happened to right to privacy? How can they prey 
on children like this? 
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